Studies and Research JF S

DATA PRIVACY RISKS AND Al - A BIBLIOMETRIC ANALYSIS OF FIVE
FORMS OF Al FROM A CONSUMER PERSPECTIVE

Irina Bojescu'’, Giulia Kondort?, Roxana Cioc®* Maria Barbul*
V234 The Bucharest University of Economic Studies, Romania

Abstract

Privacy has become one of the central concerns in the relationship between consumers
and artificial intelligence, yet the notion of artificial intelligence covers technologies
that differ considerably in the way they handle personal data. This paper examines how
the academic literature connects five forms of artificial intelligence, namely artificial
intelligence in the broad sense, service robots, chatbots, virtual assistants and generative
artificial intelligence, with privacy risks. The academic literature on each of these
technologies was identified through separate searches in the Web of Science database,
combining the terms privacy risks and consumer with the corresponding technology,
and subsequently analyzed using VOSviewer to identify the most frequently associated
terms and the main themes emerging from the literature. The results indicate a
substantial increase in research interest over recent years, together with growing
attention to the privacy implications of generative artificial intelligence in particular.
Across the five categories, the associated terms consistently gather around trust,
acceptance, technology adoption and data confidentiality, while the specific privacy
risks differ from one technology to another. These findings support the treatment of
each form of artificial intelligence separately when studying consumer privacy concerns
and offer a conceptual basis for future research on consumer attitudes towards artificial
intelligence.
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1. Introduction
Research on consumer privacy in the context of artificial intelligence has grown rapidly
over the past few years. However, artificial intelligence includes a wide range of
technologies that differ considerably in how they interact with consumers and in the
kinds of data they collect. Recent reviews note that the consumer-facing Al literature
remains fragmented: many studies talk about artificial intelligence as if it were a single
concept, when in fact they examine one particular application, like chatbots,
recommendation systems, virtual influencers or generative Al tools (Morales-Muiloz et
al., 2026). Reviews focusing on specific Al applications, such as anthropomorphic
chatbots, reach much the same conclusion (Greilich et al., 2025).
This distinction is particularly important for the present analysis. Different artificial
intelligence applications rely on different forms of consumer data and operate in
different settings, so privacy concerns cannot be assumed to look the same across
technologies. Before performing the keyword analysis, it is therefore necessary to be
explicit about what Al means in each search. For this reason, the review focuses on the
five categories that dominate consumer-facing research, namely artificial intelligence in
the broad sense, service robots, chatbots, virtual assistants and generative Al, and
examines how each of them has been linked to privacy risks in studies indexed in Web
of Science.
This analysis is important considering how research on consumer privacy and artificial
intelligence has developed over time. Studies in this area come from different fields,
including marketing, information systems, tourism, healthcare, and law, and often focus
on specific forms of artificial intelligence. Therefore, existing research is divided across
several areas of study. A bibliometric analysis based on keyword co-occurrence
provides a systematic and replicable way to bring this research together and identify the
main topics related to each form of artificial intelligence, the links between these topics,
and how research interest has changed over time.
It is also important to examine different forms of artificial intelligence separately,
because they interact with consumers and process personal data in different ways.
Service robots may use cameras and sensors in the physical environment, chatbots
process personal information shared during conversations, and virtual assistants may
process voice data from everyday interactions. Generative Al brings additional privacy
concerns related to the information provided by users and the data used to develop these
systems. Analyzing all these technologies together could therefore make it difficult to
identify the differences between them and to understand the specific privacy concerns
associated with each form of artificial intelligence.
This article begins with a review of the literature on privacy risks related to each of the
five forms of artificial intelligence, followed by a description of the research
methodology. This section explains the data collection process, based on five separate
searches conducted in the Web of Science database, and the keyword co-occurrence
analysis performed using VOSviewer. The results and discussion section then presents
the number of publications identified for each search and their development over time,
the main keyword groups associated with each form of artificial intelligence, and a
comparison of the results across the five forms. This article concludes by presenting the
main findings of the study and discussing their implications for the financial sector.
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2. Review of the scientific literature
2.1. Artificial Intelligence and consumer privacy
In its broadest sense, artificial intelligence refers to computer systems able to perform
tasks normally associated with human intelligence: recognizing patterns, making
predictions, supporting decisions or generating recommendations by learning from large
volumes of data (Davenport et al., 2020). In consumer settings, these capabilities appear
mostly in digital marketing and retail, where they are delivered through machine
learning and advanced analytics (Spais & Chryssochoidis, 2025).
From a privacy perspective, much of what artificial intelligence offers-personalisation,
real-time prediction, automated interaction rests on the collection and processing of
detailed consumer data. Martin and Zimmermann (2024) suggest that Al continues the
long expansion of data collection that information technologies began, while pushing its
depth, breadth and scope further. They also distinguish process-oriented Al, centered on
collecting and processing data, from outcome-oriented Al, centered on producing
outputs, and show that the two interact differently with the mechanisms consumers rely
on when making privacy decisions, including the privacy calculus, psychological
ownership and social influence.
Empirical studies suggest that consumers are beginning to recognize this distinction.
Specifically, they increasingly distinguish between privacy concerns associated with the
organizations collecting their data and those associated with the Al systems that
subsequently process and usethem. The second tends to be perceived as the more
threatening of the two, because the workings of Al are harder to understand and to
check (Martin & Zimmermann, 2024; Menard & Bott, 2025; Pelau et al., 2024).
Building on this idea, Menard and Bott (2025) propose a new construct, “concern for
information privacy under Al misuse”, which captures fears such as data being reused
for other purposes, the Al drawing inferences the user never authorised, and a gradual
widening of how data are used over time. Similar findings come from Al-driven
marketing and Al-based fraud detection, where consumers feel particularly exposed
because the models are opaque and the data needed to train them are highly sensitive
(Alhitmi et al., 2024; Awosika et al., 2024; Siminica et al., 2025).
A second line of research asks how consumers actually decide whether to share data
with a system based on artificial intelligence. The classical answer is that users weigh
the expected benefits of sharing against its expected costs. Shin (2025) argues that this
trade-off no longer works well in Al environments: users simply cannot see how their
data will be transformed by downstream algorithms, so their risk assessments end up
biased. Frank (2024) reaches a compatible conclusion in a cross-segment study,
showing that preferences for Al-enhanced products depend heavily on individual
privacy literacy and trust, with effects that differ markedly from one consumer group to
another.
These findings have important practical implications. Drawing on expert interviews,
Akakpo et al. (2025) argue that the standard notice-and-consent approach is no longer
adequate once artificial intelligence is involved, and call instead for privacy-by-design
principles, with protection built into the model from the outset. From a legal
perspective, Takhshid (2024) reframes the problem: Al-trained models can reproduce
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identifying features of individuals even after the original data have been formally
anonymised.

Technology-adoption studies finally confirm that privacy concern is a persistent barrier
to the use of artificial intelligence, though its weight varies with the application.
Sebastian et al. (2022) and Pal et al. (2021) both find that perceived privacy risk lowers
the intention to adopt virtual assistants and smart voice assistants, but the negative
effect weakens when the service is seen as clearly useful or trustworthy. From a more
critical perspective, Véliz (2023) and Elliott & Soifer (2022) provide a broader
perspective on these findings, suggesting that business models based on extensive data
collection create structural pressures that individual privacy decisions alone cannot
resolve. What emerges from this body of work is that artificial intelligence does not
create a single new privacy risk, but amplify and accelerate risks already present in
digital consumer environments (Martin & Zimmermann, 2024; Das, 2023).

2.2. Service robots and privacy concerns
Service robots are a more specific form of artificial intelligence. Unlike purely
software-based systems, they have a physical body, interact with consumers face-to-
face, and carry out service tasks on their own (Chuah et al., 2021; Lin et al., 2024).
Their physical presence distinguishes service robots from other forms of artificial
intelligence. By combining Al-based algorithms with cameras, microphones, proximity
sensors and biometric scanners, service robots can continuously collect data from their
surrounding environment, potentially capturing information about individuals who are
not directly interacting with the robot and who have not explicitly consented to such
data collection (Hu et al., 2023; Song & Ahn, 2024).
Most empirical work on this subject comes from hospitality and tourism, for a simple
reason: hotels and restaurants were among the first industries to place service robots in
everyday settings such as check-in desks, guest rooms and dining areas, all of them
socially sensitive spaces (Song & Ahn, 2024; Lin et al., 2024; Du et al., 2025).
Privacy risk is described rather differently in this stream than in the broader Al
literature. Hu et al. (2023) introduce the useful notion of a “watching-eye effect”:
merely seeing cameras and sensors ina robot makes consumers feel observed and more
self-aware, even when no data are actually being collected. The perception of being
watched is enough, in itself, to raise privacy concerns, whatever the robot does with the
data. Song & Ahn (2024) build on this with a privacy trade-off model developed
specifically for hospitality robots, finding that the decisive factor in whether people will
use a robot is the loss of control over physical space and personal information, which
matters even more than the purely informational concerns that dominate online settings.
Chien et al. (2025) push the idea further by comparing humanoid robots with tablet-
based service interfaces: a human-like body intensifies privacy concerns because
consumers start attributing intentions, and sometimes hidden motives, to the machine.
However, privacy concerns are not the whole story. Trust and ethical perceptions can
mitigate these concerns. Using a comparative analysis of consumer profiles, Chuah et
al. (2021) identify combinations of trust, ease of use and perceived usefulness that are
enough to overcome privacy hesitation. Lin et al. (2024) go a step further, showing that
consumers' ethical judgements of autonomous service robots are largely independent of
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how useful the robot is; when it comes to robots, privacy seems to be treated as a moral
question rather than a practical one. Salih and Alsmairat (2025) add that trust acts as a
bridge between privacy risk and the willingness to keep using Al-enabled services.

The literature on service robots indicates that privacy risks are highly context-
dependent, varying according to the environment in which the robot operates, the
sensors it uses and the characteristics of the social setting. This perspective differs from
the more abstract and predominantly information-based understanding of privacy found
in research on non-physical forms of artificial intelligence (Hu et al., 2023; Kim et al.,
2022).

2.3. Chatbots and privacy risks
Chatbots are conversational agents designed to interact with consumers primarily
through text-based communication. Early chatbots relied on predefined rules and
scripted responses, while more recent systems use large language models to engage in
more complex and open-ended conversations(Cheng & Jiang, 2020; Greilich et al.,
2025; Prakash et al., 2023). They are now common in customer service, e-commerce
and banking, and increasingly present in mental healthcare.
What makes chatbots distinctive from a privacy perspective is the kind of information
they collect. During these interactions, users may voluntarily disclose personal
information such as names, preferences, complaints or symptoms, while chatbots can
also infer additional information from conversational cues, including writing style, tone
and emotional state (Kronemann et al., 2023; Prakash et al., 2020; Sobowale et al.,
2025). In their systematic review of consumer responses to human-like chatbots,
Greilich et al. (2025) identify a notable paradox: design features intended to enhance
user engagement, such as human-like language, expressions of empathy and proactive
questioning, may also encourage consumers to disclose more personal information than
they would through conventional digital channels.
Several empirical studies have examined the factors that shape privacy concerns in
chatbot interactions. Cheng & Jiang (2020) show that perceived privacy risk can
weaken the positive effects of chatbot interactions on user experience, particularly when
the chatbot is perceived as intrusive. Li & Zhang (2023) find that communication
quality and trust influence the relationship between chatbot use and privacy concerns.
Complementing these findings, Prakash et al. (2023) identify credibility, perceived
humanness and perceived security as key factors contributing to trust in Al-based
customer service and healthcare chatbots.
An important aspect of privacy in chatbot interactions is their dynamic nature, as users’
willingness to disclose personal information may evolve throughout the conversation. In
two related studies on service recovery, Song et al. (2022a, 2022b) show that chatbot
responses to service failures, including apologies, transfer to a human agent or
compensation, can influence users’ subsequent willingness to disclose personal
information and their overall satisfaction with the interaction.
Kronemann et al. (2023) offer one of the clearest demonstrations of how disclosure
works in this context. When chatbots are designed to feel more human and personalised,
consumers become muchmore willing to share “secrets”, that is, sensitive personal or
financial information. Social presence makes the exchange feel like a conversation with
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a person rather than with a company, and users lower their guard accordingly. Bhojwani
and Ranjan (2026) and Puertas et al. (2024) confirm that in shopping contexts, chatbots
cut both ways: they raise purchase intention and privacy concern at the same time, with
the final balance depending on how trust is managed over the course of the relationship.
The effect is considerably stronger in sensitive domains such as healthcare and mental
health. Sobowale et al. (2025) and Prakash et al. (2020) show that generative Al
psychotherapy and health chatbots are increasingly used by vulnerable groups, among
them, young people, who hand over clinically sensitive information to systems whose
data practices they rarely understand. This mix of attractive design and vulnerable users
has led researchers to call for chatbot-specific privacy notices that acknowledge the
conversational, cumulative and relational nature of the data being collected (Gupta et
al., 2025; Alt et al., 2021).

2.4. Virtual assistants and privacy disclosure
Virtual assistants, also referred to as smart voice assistants, voice agents or intelligent
personal assistants, are systems based on artificial intelligence that interact with
consumers through voice communication and are commonly integrated into devices
such as smart speakers, smartphones and in-vehicle systems (Pal et al., 2021; Calahorra-
Candao & Martin-de Hoyos, 2024; Henkens et al., 2026).
From a privacy perspective, virtual assistants differ from other forms of artificial
intelligence as they rely on continuous listening to detect activation commands such as
“Alexa” or “Hey Siri”. Therefore, these devices canprocess sounds from the
surrounding environment beyond those intentionally directed at them. The associated
privacy concerns therefore differ from those of screen-based chatbots, as data collection
can extend to the broader household environment and potentially include individuals
who are not directly interacting with the device.
Research on virtual assistant adoption identifies privacy concerns as a key factor
affecting consumers’ continued use of these technologies. Pal et al. (2021) find that
perceived privacy risk reduces users’ intention to continue using smart voice assistants,
alongside factors such as perceived ease of use and enjoyment. Sebastian et al. (2022)
show that users’ awareness of continuous listening can increase privacy concerns, which
can outweigh the enjoyment associated with using these devices. Calahorra-Candao and
Martin-de Hoyos (2024), examining the transition from text-based to voice-based
interaction in online shopping, find that consumers are more willing to use voice
interfaces in private settings, such as their homes, than in public spaces, where privacy
concerns may be greater.
Other studies focus on the use of virtual assistants in commercial and service-related
contexts. Yang and Wang (2025) and Henkens et al. (2026) find that the perceived
quality of artificial intelligence voice agents can contribute to brand loyalty, while this
relationship may vary according to consumer innovation and perceptions of brand
ethicality. Aiolfi et al. (2023) and Guerreiro et al. (2022) examine commercial content
delivered through smart speakers, including shopping recommendations and voice
advertising, and highlight the importance of trust and transparency regarding data use in
shaping consumer acceptance. In the absence of these factors, advertising delivered
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through voice-based channels may be perceived as more intrusive than advertising
presented through screen-based channels.

Research on related technologies provides additional information on these privacy
concerns. Focusing on wearable devices, Cho et al. (2018) identify a privacy trade-off in
which consumers balance the benefits of continuous personalisation against concerns
associated with the ongoing disclosure and collection of personal information. Bandara
et al. (2020) and Anic et al. (2019) indicate that privacy concerns associated with online
environments are also relevant to voice-based interactions. However, voice data
introduce an additional privacy dimension, as human voice can function as both a
biometric identifier and a source of information about an individual’s emotional state,
making such data potentially more sensitive than text-based information.

2.5. Generative Al and Emerging Privacy Concerns
Generative Al refers to a category of foundation models, primarily large language
models and image generation models, that produce new content, including text, images,
code and audio, based on patterns learned from large-scale training datasets (Wang et
al., 2025; Salih & Alharthi, 2026). Consumer applications of generative Al, including
ChatGPT and Al-based health assistants, have become increasingly integrated into
everyday activities. This growing adoption is also reflected in the substantial increase in
publications addressing privacy risks for consumers and generative Al identified in the
present study (Dahabiyeh & Bouteraa, 2026; Arce-Urriza et al., 2025).
Compared to previous forms of artificial intelligence, generative Al introduces several
distinct privacy risks. Personal data can be included in training datasets without the
explicit or informed consent of the individuals concerned; models may retain elements
of such data and reproduce them in generated outputs; and users may disclose sensitive
information through their prompts, which can be stored by providers and potentially
used for further model development or training (Wang et al., 2025; Alzoubi et al., 2025;
Takhshid, 2024).
Wang et al. (2025) provide a comprehensive overview of these privacy risks, classifying
them into three main categories: data leakage from training datasets, model inversion
attacks and inference attacks aimed at identifying sensitive personal attributes from
model outputs. The relevance and implications of these risks may vary depending on the
specific application of the consumer. Alzoubi et al. (2025) discuss differential privacy
as a potential technical approach to mitigating such risks, while noting that its
implementation in consumer-oriented generative Al systems often lacks transparency
and remains difficult for users to assess or verify.
From a consumer perspective, awareness of these privacy risks remains limited.
Dahabiyeh & Bouteraa (2026) investigate privacy awareness among ChatGPT users and
find that even frequent users have a limited understanding of how their data are
collected and processed, while greater awareness does not necessarily translate into
protective behavior. These findings are consistent with the privacy paradox identified in
previous research, although the discrepancy between privacy awareness and actual
behavior may be particularly relevant in the context of generative Al due to the limited
transparency surrounding how these systems process and use personal data.
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In several sectors, privacy concerns are becoming an important factor influencing the
adoption of generative Al. Arce-Urriza et al. (2025) show that incorporating privacy
risk into consumer adoption models can improve their ability to explain and predict the
acceptance of generative Al. In healthcare and mental healthcare, privacy concerns
become particularly significant due to the sensitive nature of the information involved.
Sobowale et al. (2025) find that the perceived benefits of continuous access to
personalized medical or psychological information may be reduced by uncertainty
regarding how disclosed data are stored, processed and subsequently used. Wamba-
Taguimdje et al. (2024), Salih and Alharthi (2026) and Fakfare et al. (2025) identify
similar considerations in marketing, hospitality and digital commerce, where consumer
evaluations of generative Al are influenced not only by the quality of generated content
but also by perceptions of how the underlying data are collected and managed.
Regulatory and critical perspectives provide additional insights into these privacy
concerns. Carter (2025) describes generative Al as a new form of artificial intelligence
surveillance and emphasizes the need for individuals to have greater control over their
personal information, while Rosic and Schieke (2024), Shumate (2025) and Akakpo et
al. (2025) address the legal and governance challenges associated with the use of
generative Al in healthcare and mental healthcare contexts. Overall, these studies
indicate that generative Al presents a distinct set of privacy concerns related to training
data, the disclosure of personal information through prompts and the potential
memorization of data by models based on artificial intelligence. These emerging
concerns may not be fully addressed by existing privacy frameworks developed in the
context of earlier applications based on artificial intelligence (Shin, 2025; Das, 2023;
Martin & Zimmermann, 2024).

2.6. Privacy risks across the five Al categories

Comparative analysis of the five categories reveals a consistent pattern: privacy risk
emerges as an important factor influencing consumer attitudes and behaviour, although
its specific nature varies between technologies. Therefore, each form of Al is associated
with a distinct privacy risk profile.

Non-physical Al, considered in broad terms, raises concerns primarily related to large-
scale data aggregation, the opacity of algorithmic decision-making and the potential use
of personal data for purposes beyond those initially disclosed (Martin & Zimmermann,
2024; Menard & Bott, 2025; Shin, 2025). Service robots introduce an additional
physical dimension to these concerns. Their use of cameras, microphones and other
sensors, combined with their presence in the consumer’s immediate environment, can
create a continuous observation that more closely resembles surveillance than
conventional data processing (Hu et al., 2023; Song & Ahn, 2024; Lin et al., 2024).

In chatbots’ case, privacy concerns are shaped by the dynamic nature of the interaction.
Users’ willingness to disclose personal information may evolve throughout the
conversation, particularly when chatbots integrate humanlike characteristics that can
encourage greater levels of self-disclosure (Kronemann et al., 2023; Greilich et al.,
2025; Cheng & Jiang, 2020). Virtual assistants introduce additional privacy concerns
related to voice data and the surrounding environment, as the collection and processing
of voice data may also capture information related to tone and sounds from the
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surrounding environment, introducing privacy considerations that are less prominent in
screen-based interactions (Pal et al., 2021; Calahorra-Candao & Martin-de Hoyos, 2024;
Guerreiro et al., 2022). Generative Al introduces additional privacy risks at multiple
stages of data processing, including model training, user prompts and generated outputs.
These risks are further intensified by the limited transparency surrounding the
development of foundation models and the ways in which user data are collected,
processed and potentially retained (Wang et al., 2025; Dahabiyeh & Bouteraa, 2026;
Alzoubi et al., 2025).

The differences identified across the five categories demonstrate that privacy risks vary
according to the characteristics and modes of interaction associated with each form of
artificial intelligence. This supports the separate analysis of the five categories of
artificial intelligence in the present study, as examining them collectively could obscure
important differences in the nature and sources of privacy concerns. The theoretical
perspectives discussed in this section provide the conceptual foundation for interpreting
the VOSviewer keyword analysis presented in the following section.

3. Research methodology
The objective of this research is to evaluate the different directions and keyword
associations of published articles related to privacy risks and different forms of Al. In
order to achieve this objective, 5 searches were performed on the Web of Science based
on the keywords “privacy risks”, “consumer” and one of the following Al types:
“artificial intelligence”, “robots”, “chatbots”, “virtual assistants” and “generative AI”.
The search resulted in 293 documents (7.04.2026) for the key terms “privacy risks”,
“consumers” and artificial intelligence”, 102 documents (7.04.2026) for the key term
combination “privacy risks”, “consumers”, and “robots”, 121 documents (7.04.2026) for
the key term combination “privacy risks”, “consumers” and “chatbots”, 113 documents
(7.04.2026) for the key word combination “Privacy risks”, “consumers” and “virtual
assitants” and 127 documents (7.04.2026) for the key word combination “privacy risks”,
“consumers”, “generative AI”. The search for the keyword service robots indicated
similar results as in the case of robots, and for this reason they were not analyzed as a
separate category.
The results were exported from Web of Science and analyzed with the help of
VOSviewer. For all five search results, the VOS analysis was performed based on
keyword co-occurrence. Using full counting, only keywords with 5 appearances were
considered.
The VOS Viewer analysis indicated that for the keyword combination “privacy risks”,
“consumers” and artificial intelligence”, out of the 1529 key words, only 93 reached the
threshold of 5 appearances. For the key word combination “privacy risks”,
“consumers”, and “robots”, out of the 454 key words, only 21 reached the threshold of 5
appearances. This shows a higher dispersion of key words and research directions. For
the key words “privacy risks”, “consumers” and “chatbots”, out of the 633 key words,
only 40 reached the threshold of 5 appearances, having a similar result as in the case of
robots. For “privacy risks”, “consumers” and “virtual assistants”, out of the 652 key
words, only 43 reached the threshold of 5 appearances, while for “privacy risks”,

G

“consumers”, “generative Al”, out of the 609 key words, only 25 reached the threshold
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of 5 appearances. In the following, we present a deeper analysis of the results is
presented. The number of articles and keywords used for each of the five analyses are
presented in Table no. 1.

Table no. 1. Number of articles used in the VOS Viewer analysis

Keyword combination Articles resulted Keywords based Keywords with a
from Web of on full counting in minimum of 5
Science search VOSviewer appearances

(7.04.2026)

Privacy risks, consumers, 293 1529 93

Al

Privacy risks, consumers, 102 454 21

robots

Privacy risks, consumers, 121 633 40

chatbots

Privacy risks, consumers, 113 652 43

virtual assistants

Privacy risks, consumers, 127 609 25

generative Al

Source: Author’s own research

4. Results and discussions

The analysis starts with a comparative analysis of the number of articles published
based on the keyword combination “privacy risks”, “consumer” and topics such as
artificial intelligence, robots, chatbots, virtual assistants and generative Al. With the
help of Figure 1, we observe that, starting in 2021, more and more articles were
published for the different types of Al, but most of them were on the topic of artificial
intelligence. We can see that the interest in artificial intelligence and certain types of
artificial intelligence has increased over the years. It can also be seen that in 2025 the
number of publications on the topic of artificial intelligence reached its highest level
ever. Today, artificial intelligence is increasingly used in more and more fields, and the
interest in this topic is growing more and more.

The number of publications with keywords “privacy risks”, “consumer” and “artificial
intelligence” has increased significantly in the last 5 years, showing increased interest in
this topic. In 2025, it reached its highest peak with a number of 89 publications. The
large number of publications in this field is not accidental because in the last 5 years,
artificial intelligence has developed at an accelerated pace, bringing with it both
opportunities and risks for consumers. Now Al is present almost everywhere, collecting
more and more personal data about users, which poses a risk to their privacy because Al
not only collects personal data, it also creates complex reasoning for them, which can
lead to increased dangers when it comes to user privacy.

502 Journal of Financial Studies



Studies and Research JFS

Number of publications per year
2011-2025

100
90
80
70
60
50
40
30
20
10

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

@ Artificial intelligence ==@==Robot e@emChathot ==@e=Virtual assistant e=@em=Generative Al

Figure no. 1: Number of publications per year (2011-2025) for the keyword
combination “privacy risks”, “consumer” and one form of Al
Source: Author’s own research

The number of publications for the keyword combination “privacy risks”, “consumers”
and “robots” has grown in recent years. Starting from 2011 and up to 2025, we observe
that the number of publications on different types of Al has increased steadily, as the
technology has developed more and more rapidly. At the same time, the increased
interest in research in this field has been stimulated by the expansion of Al into more
and more fields, with companies investing more in different types of Al. After 2022, the
introduction of Generative Artificial Intelligence models (example: ChatGPT), has
considerably stimulated scientific curiosity, leading to a rapid expansion of publications.
The interest in the topic of “privacy risks”, “consumers” and “chatbots” has also
increased since 2018, leading to more published articles. Chatbots and virtual assistants
are increasingly being used in customer interactions, making this topic of great interest
to researchers. With the increasing use of these types of Al by consumers, various
researchers have begun to study the effects of these technologies on personal data
security, information protection and user trust. With the rapid advancement of
generative artificial intelligence models, concerns about privacy, data use and ethical
consequences have also intensified, which has led researchers to study and publish more
and more on this topic.

The number of publications based on “privacy risks”, “consumer” and “virtual
assistants” has fluctuated from year to year. Here we can no longer talk about an
increase in interest in this topic, because these fluctuations result from the phases of
development and curiosity around virtual assistants. Initially, when virtual assistants
were introduced, their use was limited, which restricted research in this area. With the
emergence and widespread adoption of virtual assistants (such as Siri, Alexa, etc.), there
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has been an increase in the number of studies, against the backdrop of issues related to
personal data protection, security, and consumer trust. When an innovation or debate
appears in the field of virtual assistants, researchers' interest in this topic increases, and
when it is considered that virtual assistants have already become better known and
everything is stable, interest in this field decreases.

The number of publications on the topic of “privacy risks”, “consumer” and “generative
Al” have also grown and it can be observed that in 2025 most articles on this topic were
published (38 articles). During the period 20042026, different types of Al developed
rapidly and Al-based applications were used more frequently by consumers. As
mentioned above, after 2022 several models of generative artificial intelligence were
developed, which made this topic of great interest to researchers. With this
development, there was an increase in interest in concerns related to personal data
protection, privacy, information security and responsible use of Al-generated content.
These challenges have stimulated researchers' interest in analyzing risks to privacy and
consumer behavior, which has led to a significant increase in the number of publications
in this field.

In the following, the word clusters for each of the five types of analysis are presented.
Figure 2 represents a concept map extracted from VVOSviewer for combining the terms
“privacy risks”, “consumer” and “artificial intelligence”. This map was created based on
the terms that appear most frequently. Analyzing Figure no 2, it can be observed that
the larger nodes are associated with keywords that appear more often in publications on
this topic. The connections also show how strong the link between these concepts is.
Terms such as “artificial intelligence”, “technology”, “trust”, and “risk” are the most
frequently used in the analyzed literature.

Based on the results, we found 5 clusters of keywords associated with “privacy risks”,
“consumer”, and “Al”, which are depicted in Figure no 2 and Table no 2. In the middle
of the network is the keyword “artificial intelligence,” which has the most connections
to the other key terms. The red cluster is related to privacy and data protection
containing key terms such as “privacy”, “data protection”, “security”, “ethics”,
“machine learning”. The blue cluster focuses on customers, trust, and technology
integration containing keywords such as “trust”, “technology”, “consumer”, “chatbots”,
“voice assistants”. The green cluster highlights user behavior and information exchange
processes and it includes keywords such as “consumers”, “information”, “perceptions”
or “disclosure”. The yellow cluster focuses on technology acceptance and adoption
patterns, including key terms like “user acceptance” or “information technology”. The
five clusters of keywords emphasize how consumers interact with artificial intelligence,
how much trust they can have in it, and how confidential the data it takes over are.
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Figure no. 2: VOSviewer results based on the keyword combination "'privacy
risks”, “consumer” and “artificial intelligence”
Source: Author’s own research

Table no. 2. VOSviewer clusters for keyword combination “privacy risks”,
“consumer” and “artificial intelligence”

Word clusters for “privacy risks”, “consumer” and “artificial intelligence”

accuracy, artificial intelligence, attacks, big data, blockchain, challenges,
computational modelling, consumer electronics, cybersecurity, data models, data
privacy, data protection, data security, deep learning, differential privacy, ethics,
federated learning, framework, internet of things, law, machine learning, privacy,
privacy protection, protection, security, system, training

Cluster 1
(27 items)

age, Al, anthropomorphism, artificial intelligence, attitudes, behavior, consumer
Cluster 2 privacy, consumers, decision-making, disclosure, future, impact, information,
(23 items)  internet, knowledge, online, paradox, personalization, privacy calculus, privacy
paradox, services, social media, willigness

acceptance, antecedents, artificial intelligence, consumer, conversational agent,
Cluster 3 electronic commerce, engagement, information privacy, intention, management,
(21 items)  model, perceived risk, privacy concerns, quality, satisfaction, self-disclosure, social
presence, technology, transparency, trust, voice assistants

adoption, bias, chatgpt, consumer acceptance, consumer behavior, determinants, e-

Clu_ster4 commerce, fintech, generative Al, information-technology, pls-sem, privacy risk,
(18 items) . . oo

risk, technology acceptance, technology adoption, unified theory, user acceptance
Cluster 5 . . .
(4 items) chatbots, customer experience, marketing, perceptions

Source: Author’s own research

Based on the results obtained from VVOSviewer, we created a co-occurrence map based
on the combination of “privacy risks”, “consumer” and “robots”. It can be seen that
terms such as “privacy”, “trust”, “human-robot interaction”, and “acceptance” are most
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frequently in the analyzed literature. The analysis revealed 3 clusters of keywords
associated with the search terms “privacy risks”, “consumers” and “robots”, which we
can see in Figure no 3 and Table no. 3. The red group emphasizes key words such as
“privacy”, “technological innovation™, “ethical principles” and “acceptance models”.
The blue cluster emphasizes the importance of “trust”, “social robots” and “user
availability”. The green cluster focuses on “artificial intelligence”, “data protection”,
“human-robot interactions” and “information transfer”. The yellow group links the
dimensions related to “acceptance of technologies” and “artificial intelligence”.
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Figure no. 3: VOSviewer results based on the keyword combination *'privacy
risks”, “consumer” and “robots”
Source: Author’s own research

Table 3: VOSviewer clusters for keyword combination “privacy risks”,
“consumer” and “robots”

Word clusters for “privacy risks”, “consumer” and, robots"

((:g:l:ts,:ﬁrs)l acceptance, Al, ethics, model, privacy, self-disclosure, social robots, technology

Cluster 2 artificial intelligence, artificial-intelligence, disclosure, human-robot interaction,
(7 items) internet, security, service robots

Cluster 3

(6 items) anthropomorphism, impact, risk, social robot, trust, user acceptance

Source: Author’s own research

The next co-occurrence map refers to the keyword combination “privacy risks”,
“consumer”, “chatbots”. It can be seen that terms such as “acceptance”, “trust”,
“perceived risk”, “artificial intelligence”, “chatbot”, “technology” are most frequently
used in the analyzed literature. Based on the results, we discovered 4 clusters of
keywords associated with these search terms, and they can be seen in Figure no 4 and
Table 4. The green cluster focuses on “chatbots”, “artificial intelligence”, “ChatGPT”
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and “generative Al”, highlighting the growing interest in Al-based communication
technologies. The red cluster focuses on privacy issues, including keywords like
“privacy concerns”, “social presence” and “technological issues” related to the use of
chatbots. The blue cluster highlights factors affecting user adoption and satisfaction,
such as “trust level”, “perceived risk” and “willingness to use”. The yellow cluster
encompasses concepts related to “technology acceptance”, “consumers and information
systems”.
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Figure 4. VOSviewer results based on the keyword combination "'privacy risks”,
“consumer” and “chatbots”
Source: Author’s own research

Table 4: VOSviewer clusters for keyword combination “privacy risks”,
“consumer” and “chatbots”

Word clusters for “privacy risks”, “consumer” and, chatbots"

Cluster 1 Al chatbots, anthropomorphism, chatbot, communication, internet, model, online,

(13 items) paradox, privacy, privacy concerns, self-disclosure, social presence, technology
Cluster 2 Al, artificial intelligence, behavior, chatbots, chatgpt, conversational agent, e-
(10 items) commerce, generative Al, impact, information

Cluster 3 adoption, antecedents, continuance intention, intention, preceived risk, risk,
(10 items) satisfaction, service quality, technology acceptance, trust

Cluster 4 acceptance, artificial intelligence, consumers, information-technology, pls-sem,
(7 items) unified theory, user acceptance

Source: Author’s own research

The co-occurrence results for the keywords “privacy risks”, “consumer” and “virtual
assistants” show that terms such as “privacy”, “trust”, “personalisation”, “adoption”,
“model”, “data privacy” are the most frequently used in the analyzed literature. Based
on the results, we discovered 4 clusters of keywords that can be seen in Figure no 5 and
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Table 5. The red cluster focuses on “data security”, “protection”, “information

disclosure” and “consumer privacy”. The green cluster focuses on “user trust”, “user

behavior” and the “privacy paradox”. The blue cluster gathers ideas about “technology

acceptance”, “e-commerce” and “perceived risks”. Finally, the yellow cluster integrates

aspects related to “information management”, “communication” and the effect on users.
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Figure no 5. VOSviewer results based on the keyword combination *"privacy
risks”, “consumer” and “virtual assistants”
Source: Author’s own research

Table 5: VOSviewer clusters for keyword combination “privacy risks”,
“consumer” and “virtual assistants”

Word clusters for “privacy risks”, “consumer” and, virtual assistants"

Cluster 1 antecedents, consumer privacy, data privacy, disclosure, information, intention,
(12 items)  online, personalisation, privacy, protection, security, willingness

Cluster 2 attitudes, behavior, calculus model, Facebook, internet, paradox, personal
(12 items) information, privacy calculus, privacy, concerns, privacy paradox, self-disclosure,
trust

Cluster 3  acceptance, adoption, artificial intelligence, information disclosure, information-
(10 items)  technology, model, perceptions, services, technology, user acceptance

Cluster 4  communication, e-commerce, electronis commerce, impact, information privacy,
(9 items) internet users, management, online privacy, preceived risk

Source: Author’s own research

The VOSviewer results for “privacy risks”, “consumer” and “generative Al” show that
terms such as “privacy”, “artificial intelligence”, “trust”, “machine learning” are the
most frequently used in the analyzed literature. The results reveal 4 clusters of keywords
associated with the search terms “privacy risks”, “consumer”, “generative Al”, which
can be seen in Figure no 6 and Table 6. The blue cluster includes keywords such as
“trust”, “privacy concerns” and “information”, highlighting the significance of trust and
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data management in the context of artificial intelligence usage. The green cluster relates
to “machine learning”, “data privacy”, “information protection” and “differential
privacy”, emphasizing concerns regarding data security and the protection of Al
systems. The red cluster focuses on “‘generative artificial intelligence”, “ChatGPT”,
“consumers” and “technology acceptance”. The yellow cluster links the concepts of
“privacy” and “security”, underscoring the relevance of these topics as essential
elements. The various connections between the clusters suggest that contemporary
studies on artificial intelligence integrate both technical components and issues related
to privacy, security, and user reception of the technology.
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Figure 6. VOSviewer results based on the keyword combination *privacy risks”,
“consumer” and “generative Al”
Source: Author’s own research

Table 6: VOSviewer clusters for keyword combination “privacy risks”,
“consumer” and “generative Al”

Word clusters for “privacy risks”, “consumer” and, generative Al"

Cluster 1 acceptance, Al, artificial-intelligence, chatgpt, consumers, generative Al, large
(9 items)  language models, risk, technology

Cluster 2 artificial intelligence, attacks, data privacy, data protection, deep learning,
(7 items)  differential privacy, machine learning

Cluster 3 - S .

(6 items) age, information, internet, model, privacy concerns, trust
Cluster 4 : :

(3 items) framework, privacy, security

Source: Author’s own research

In order to compare the results of the five analyzes, the keyword groups identified in
each search were examined together. The results show several common topics across all
five analyses. Keywords such as “privacy”, “trust”, “acceptance”, and “technology”, as

well as terms related to artificial intelligence, appear in all five analyses. Terms related
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to risk, including “risk”, “perceived risk”, and “privacy concerns”, are also found in the
five groups of results. These similarities show that, regardless of the form of artificial
intelligence analysed, research on privacy risks is closely linked to topics such as trust
and technology acceptance. This suggests that these topics play an important role in
research on consumer interactions with artificial intelligence.

At the same time, the five analyses show clear differences in the topics associated with
each form of artificial intelligence. The network for robots is the only one that includes
terms related to physical and social interaction, such as “human-robot interaction”,
“social robots”, and “service robots”. The chatbot network includes terms related to
communication and interaction, such as “social presence”, “conversational agent”,
“communication”, and “satisfaction”. In virtual assistants’s case, terms such as “privacy
calculus”, “privacy paradox”, “personalization”, and “information disclosure” show that
the literature focuses more on the relationship between the benefits of personalization
and the disclosure of personal information. The generative Al network, together with
the broader artificial intelligence network, also includes a separate group of technical
terms, such as “machine learning”, “deep learning”, “differential privacy”, “data
protection”, and “attacks”. This shows that research on generative Al also addresses
technical aspects related to data security. The terms related to humanlike interaction,
such as “anthropomorphism” and “self-disclosure”, appear in artificial intelligence,
robot, and chatbot networks, but not in the generative Al network, where greater
attention is paid to “large language models” and the security of the data used to develop
these systems.

The comparison also shows differences in the number and variety of keywords
identified across the five analyses. The broader artificial intelligence search produced
the largest number of keywords above the selected threshold, 93, while the robot search
produced only 21. This difference shows that some forms of artificial intelligence have
been studied from a wider range of perspectives than others. Another relevant result is
the presence of the terms “ChatGPT” and “generative AI” not only in the generative Al
network, but also in the broader artificial intelligence and chatbot networks. This
suggests that generative Al is becoming increasingly present in other areas of research
on artificial intelligence. Overall, the results support the decision to examine the five
forms of artificial intelligence separately. Although the analyses share several common
topics related to privacy, trust, acceptance, and data protection, each form of artificial
intelligence is also associated with specific privacy concerns that may not be clearly
identified when all five forms are analyzed together.

Conclusions

In conclusion, the results reveal that the use of artificial intelligence, chatbots, virtual
assistants and generative Al is largely influenced by aspects such as user trust, data
protection and acceptance of technology. Therefore, from the financial sector
perspective, financial institutions should pay special attention to strengthening data
protection measures, as privacy concerns are one of the most important obstacles to
implementing solutions using artificial intelligence. At the same time, chatbots and
virtual assistants must be implemented in an ethical manner that ensures the provision
of quality services, without affecting the security of users' financial data. To create
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leadership strategies and ethical principles for the application of generative artificial
intelligence, to reduce the risks related to mistakes, false information and improper data
manipulation, financial institutions must develop various governance and ethics policies
for the use of generative Al.

In this research, we observe that trust and acceptance play a very important role for
consumers, which means that financial institutions must ensure compliance with data
protection and artificial intelligence regulations to guarantee that legislation is respected
and to strengthen customer credibility in the field of digital financial services.

These results also have important implications for the financial sector. The terms related
to trust, acceptance, and data protection, which appear in all five analyses, indicate that
these factors are important for the adoption of artificial intelligence in financial services,
regardless of the technology used. This is also supported by the presence of terms such
as “fintech” and “e-commerce” in the broader artificial intelligence network. Banks and
other financial institutions already use chatbots for customer service, virtual assistants in
mobile banking, and artificial intelligence for fraud detection (Alt et al., 2021; Awosika
et al., 2024). However, the differences identified across the five analyses show that
privacy measures should be adapted to the type of technology used. For chatbots, it is
important that customers to understand how the personal information shared during
conversations is stored and used. Virtual assistants raise additional concerns related to
the processing of voice data, while generative Al requires clear rules regarding the
information provided by users and the content generated for customers.

Finally, we can say that the successful implementation of artificial intelligence in all
areas depends on efficient management of privacy, security and ethics issues,
technological performance and consumer trust.
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